Azure Active Directory Setup Guide

This guide will help you successfully integrate Azure Active Directory with Asset Panda.
NOTE: You will be copying and pasting values between Azure and Asset Panda during this integration.

It is recommended that you paste all values into a text (.txt) file so you do not lose them in the event
of a system timeout.

Login to Accounts

AssetPanda
1. Open a new tab, and then navigate to Asset Panda at https://login.assetpanda.com.

2. Login to your account, click the Settings EI icon, and then select Azure Active Directory.
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3. The Azure Active Directory API Credentials page displays. Keep this page and tab open, as you will
refer to it again throughout the following steps.
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Microsoft Azure

1. Open a second tab, and then navigate to Azure at https://portal.azure.com.
2. Log into your account, and then click Azure Active Directory.
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Don't have a subseription? Check out the following options.
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Create Tenant

You must first create a tenant within Microsoft Azure. If you have existing tenant, skip to the View Tenant
section. To create a tenant:

1. Select Create a tenant.
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2. Select Azure Active Directory.
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3. Click the Next : Configuration button.

4. Enter your organization-specific information into the following fields:
e Organization name
e |nitial domain name
e Country/Region

5. Click the Next : Review + create button.
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6. Click Create.
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Summary
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Tenant type Azure Active Directory

Configuration

Organization name AssetPanda

initial domain name assetpandaweb.onmicrosoft com
Country/Region United States

Datacenter location United States

You will receive a success message once the tenant is successfully created.
NOTE: This process may take a while.
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View Tenant

1. Navigate back to or log into your Azure Account. (If you’re already logged in,

within in the top, left corner of your screen.)
2. Select Azure Active Directory.
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3. Click Switch Tenant if you would like to use a different tenant, and then select a tenant from the
list.
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4. Click Switch.
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5. Verify the tenant name (located in the top, right corner below your email id).
6. Click the copy icon to copy the Tenant ID.
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7. Navigate back to Asset Panda, and then paste the Tenant ID into the Tenant ID field (#1).
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App Registration
1. Navigate back to your Azure account, and then click App registration.
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Manage
& users

P — All applications ~ Owned applications  Deleted applications (Preview)  Applications from personal account
8B Exteral Identities O Start typing a name or Application ID to filter these results

&, Roles and administrators

B Administrative units This account isn't listed as an owner of any applications in this directory.

View all applications in the directory
Enterprise applications
CH Devices View all applications from personal account

L App registrations

&) Identity Governance
¥! Application proxy

% Licenses

% Azure AD Connect

& Custom domain names

2 _Mobility (MDM and MAM

3. Complete the following fields:

e Name
e Supported account types — Select Accounts in this organizational directory only
(AssetPanda only — Single tenant)

4. Click Register.

Microsoft Azure 0 Search resources, services, and docs (G+/)

All services > AssetPanda

Register an application X

* Name —

The user-facing display name for this applicatiofi {this can be changed later),

Asset Panda Application

Supported account types

Who can use this application or acces:

Accounts in this orgaliizational directory only (AssetPanda only - Single tenant)
O Accounts in any organizational directory (Any Azure AD directory - Multitenant)
(O Accounts in any organizational directory (Any Azure AD directory - Multitenant) and personal Microsoft accounts (e.g. Skype, Xbox)

O Personal Microsoft accounts only

Help me choose

Redirect URI (optional)

We'l return the authentication response to this URI after successfully authenticating the user. Providing this now is optional and it can be
changed later, but a value is required for most authentication scenarios.

Web v | | eq. httpsi//example com/auth

8y proceeding, you agree to the Microsoft Platform Policies (7

|
[ | —




5. Copy the Application (client ID).
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6. Navigate back to your Asset Panda account, and then paste the Application (client ID) into the
Client ID field (#2).

span%ta Geta Custom Pricing Quote Notifications (2) ~ Groups  Tools  Support &%

Assets

Azure Active Directory

e vers (D)

AZURE ACTIVE DIRECTORY API CREDENTIALS

Applic
\ppli

Object ID

Tenant ID r

Authorize & Generate Token

4+ Documents

®  AgentOffiine
Powered by Asset Panda




Add API Permissions

Complete the following steps to add your API permissions.
1. Navigate back to your Azure account.
2. Click API Permissions.

The User Read permission should already be contained within the list.

3. From the Configured permissions section, select Add a permission.

o Asset Panda Application | API permissions  #

4. From the Request APl permissions page, select Microsoft Graph to add more permissions.

Request API permissions X

Select an API

Microsoft APIs  APls my organization uses My APls

Commonly used Microsoft APIs

Microsoft Graph

\_—
4‘\ Take advantage of the tremendous amount of data in Office 365, Enterprise Mobility + Security, and Windows 10.

Access Azure AD, Excel, Intune, Qutlook/Exchange, OneDrive, OneNote, SharePoint, Planner, and more through a
single endpoint.

/A Azure Service Management u Office 365 Management APls

Programmatic access to much of the Retrieve information about user, admin,

functionality available through system, and policy actions and events

the Azure portal fram Office 365 and Azure AD activity
logs

More Microsoft APIs

ELY azure Batch Azure Cosmos DB B’ Azure Data Catalo

=] g/ | g
Schedule large-scale parallel and HPC Fast NoSQL database with open APls Programmatic access to Data Catalog
applications in the cloud for any scale. resources to register, annotate and

search data assets




5. Select Delegated permissions.

Request APl permissions X

@ Microsoft Graph

https://graph.microsoft.com/ Docs (=]

What type of permissions does your application require?

Delegated permissions Application permissions

Your application needs to access the API as the signed-in user. Your application runs as a background service or daemaon without a
signed-in user.

Select permissions expand all

L Start typing a permission to filter these results

0 The “Admin consent required” column shows the default value for an organization. However, user consent can be customized per
permission, user, or app. This column may not reflect the value in your organization, or in organizations where this app will be
used. Learn more

6. Expand Openld permissions, and then select the following values:
e email
e profile
e offline_access

Request API permissions

Al APIs
usea. Learn more

Permission Admin consent required
' Openld permissions (3)

email ©
a . No
View users' email address

offline_access (O

L . . No
Maintain access to data you have given it access to
openid @
D p . No
Sign users in
rofile @
P No

View users' basic profile

7. Click Add Permissions.
The Configured permissions section displays again.

8. Click Add a permission to add more permissions.

Configured permissions

Applications are authorized to call APIs when they are granted permissions by users/admins as part of the consent process. The list of configured permissions should include
all the permissions the application needs. Learn more about permissions and consent

~/ Grant admin consent for Test Organization

API / Permissions name Type Description Admin consent requ... Status

v Microsoft Graph (4)

email Delegated  View users’ email address No o
offline_access Delegated ~ Maintain access to data you have given it access to No b
profile Delegated  View users’ basic profile No b

User.Read Delegated  Signin and read user profile No




9. Select Microsoft Graph again, and then select Application permissions.

Request APl permissions X

@ Microsoft Graph

https://graph.microsoft.com/ Docs (=]

New tab
What type of permissions does your application require?
Delegated permissions Application permissions
Your application needs to access the APl as the signed-in user. Your application runs as a background service or daemaon without a
signed-in user.

Select permissions expand all

L Start typing a permission to filter these results

Permission Admin consent required

> AccessReview

10. Navigate to Group, expand the menu, and then select:
e Group.Read.All
11. Navigate to Directory, expand the menu, and then select:
e Read.All
12. Navigate to User, expand the menu, and then select:
e Read.All
13. Navigate to Delegated permission, expand the menu, and then select:
e User.ReadBasic.All
14. Navigate to Application, expand the menu, and then select:
e Application.Read.All
15. Click Update permissions. A list of your selected permissions should display, as shown below.

Configured permissions

Applications are authorized to call APls when they are granted permissions by users/admins as part of the consent process. The list of configured permissions should include
all the permissions the application needs. Learn more about permissions and consent

-+ Add a permission \/ Grant admin consent for Test Organization
API / Permissions name Type Description Admin consent requ... Status

v Microsoft Graph (8)

Application.Read.All Application  Read all applications Yes A\ Notgranted for TestOr | «++
Directory.Read.Al Application  Read directory data Yes A Notgranted for Test Or, «+
email Delegated  View users' email address No
Group.Read.All Application Read all groups Yes A Notgranted for Test Or - «+
offline_access Delegated ~ Maintain access to data you have given it access to No
profile Delegated  View users' basic profile No
User.Read Delegated  Sign in and read user profile No

User.Read.All Application Read all users' full profiles Yes A MNotgranted for TestOr - «e




16. Click Grant admin consent for Default Directory to confirm that all permissions have admin

consent.

peTrisicng
a, 3 APy whan thary are granied paemistions by uieryadming o5 parl of S corment process. The Bt of configrared pen
s pp— i

A ermaons nase Tyse Bt npan M corier] pog_ Satur

17. Click Yes to grant consent.

listed below.

No

Do you want to grant consent for the requested permissions for all accounts in AssetPanda? This will update any existing admin consent records this application already has to match what is

18. Confirm that the Status column displays the granted, admin permissions.

Configured permissions
all the permissions the application needs. Learn more about permissions and consent

+ Adda permission  ~/ Grant admin consent for Test Organization

API / Permissions name Type Description

~ Microsoft Graph (8)
Application.Read All Application  Read all applications
Directory.Read.All Application Read directory data

email Delegated  View users’ email address

Group.Read All Application  Read all groups

offline_access Delegated  Maintain access to data you have given it access to

profile Delegated  View users’ basic profile
UserRead Delegated  Sign in and read user profile
User.Read.All Application  Read all users’ full profiles

Applications are authorized to call APIs when they are granted permissions by users/admins as part of the consent process. The list of configured permissions should include

Admin consent requ... Status

Yes @ Granted for Test Organi_,
Yes @ Granted for Test Organi_
No @ Granted for Test Organi__
Yes @ Granted for Test Organi_,
No @ Granted for Test Organi_,
No @ Granted for Test Organi_
No @ Granted for Test Organi__
Yes @ Granted for Test Organi_,




Create Application Secret

This section will guide you through the steps of creating an application secret that will be used within
Asset Panda.

1. Click Certificates & secrets.

Microsoft Azure P Search resources, services, and docs (G+/)

All services > AssetPanda > Asset Panda Application

- Asset Panda Application

admin@ icom @

ASSETPANDA &

O Search (Ctrl+
B Overview
& Quickstart

#  Integration assistant

Manage
= Branding
D Authentication
Certificates & secrets
11! Token configuration
5 API permissions
& Expose an API
Hi App roles
& Owners
&, Roles and administrators | Preview

M Manifest
Support + Troubleshooting
£ Troubleshooting

& New support request

To view and manage permissions and user consent, try Enterpris

2. Click New client secret.

i £ Search resources, services, and docs (G 5 9 admin® com @
Microsoft Azure /) 3] oy

vices > AssetPanda > Asset Panda Applicatior
Asset Panda Application | Certificates & secrets # - x
ear (Ctr / Got feedback?

B Overview scheme). For a higher level of assurance, we recommend using a certificate (instead of a client secret) as a credential

& Quickstart
o Integration assistant Certificates

Manage Certificates can be used as secrets to prove the application’s identity when requesting a token. Also can be referred to as public keys

B granding <
Upload certificate

D Authentication
Thumbprint Start date Expires D

Certificates & secrets
o No certificates have been added for this application
{1 Token configuration

@ APl permissions

@ Expose an API

Client secrets
B App roles

A secret string that the application uses to prove its identity when requesting a token. Also can be referred to as application password
& Owners

&. Roles and administrators | Preview + New client secret

0 Manifest Description Expires Value L]
Support + Troubleshooting No client secrets have been created for this applieation
& Troubleshooting

2 New support request

3. Enter the following details within the Client secrets window:
e Description
e Expires - Select the maximum expiration option.

4. Click Add.



5. Copy the Value shown on your screen. You will not be able to do this again after this step.

Client secrets

A secret string that the application uses to prove its identity when requesting a token. Alse can be referred to as application password

T~ New client secret
Description Expires Value Secret 1D

APanda secret 5/20/2023 y_E2dCERBTMgCyP~fjhéwpTnRqtf4 98 [ 547f941c-d3be-466d-a34a-83cad11e281a [ [i]

6. Navigate back to your Asset Panda window, and then paste the Value within the Client Secret field
(#3).
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Enterprise Application

To enable Asset Panda to sync with Active Directory users, you must first enable the application within
Azure.

1. Navigate back to your Azure account.
2. Begin to type Enterprise within the Search box, and then select Enterprise Applications.

) Enterpri 5] 2 com @
Microsoft Azure P! 3 ASSETPANDA 0

Services Marketplace

g Asset Panda Ap | erverpre sppications B3 MessageSolution EnterpriseEmailArchive X
# Bing Maps AP for Enterprise 9 Exasol Analytics Database (EnterpriseSupport PAYG,

earch (Ctrls egration accounts £3 VIDIZMO EnterpriseTube Standard - PAYG
B Overview & Service Bus £ VIDIZMO EnterpriseTube Premium - PAYG
& Quickstart Resources Documentation
i e s feind No results were found |
iiionge Resource Groups

No results were found

= Branding

D Authentication
A aes s sacis B Try searching in Activity Log %

o B Try searching in Azure Active Director
{Il Token configuration b Ty 9 Y

® API permissions . N B ) . s We will continue to provide technical support and security %
= pdates bt we wil no longer provide featire ions will heed to be Upgr i i § WSALY 3hd Microsoft Graph. Learn more

Expose an APl

App roles
8 Owners Call APIs Documentation

&. Roles and administrators | Preview

W Monifest () @ a
Support + Troubleshooting m Q

& Troubleshooting

vV .

ﬁ lossary
Build more powerful apps with rich user and business data

from Microsoft services and your own company’s data

& New support request

sources

3. Locate your application, and then copy the Object ID.

. p @ scom
Search resources, services, and docs (G+ admin@ °
Microsoft Azure L G+) iy com

Al services > Enterprise applications

Enterprise applications | All applications - X

AssetPanda - Azure Active Directory

+ New application == Columns & Preview features < Got feedback?
Overview
@ Try out the new Enterprise Apps search preview! Click to enable the preview. —
© overview
X Diagnose and solve problems Application type Applications status Application visibility
Entrprise Appicaions | [ Any > [aw ol
Manage .
8 Al applications O First 50 shown, to search all of your applications, enter a display name or the application ID.
B Application proxy Name Homepage URL Object ID Application ID
& User settings n Asset Panda Application 9¢78af97-c3b3-4316-8e79-13dafd0c1021 |8bdad13a-6bd2-4881-b675-bc20eb3bo.
Security

% Conditional Access

@ Consent and permissions

Activity
D Ssign-ins
4l Usage & insights

B Audit logs

& Provisioning logs (Preview)
= Access reviews

@ Admin consent requests

Troubleshooting + Support




Navigate back to your Asset Panda account, and then paste the Object ID within the Application
Object ID field (#4).
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Final Steps

The following fields should now contain information from the previous steps:

e C(ClientID

e C(Client Secret

e Application Object ID
e TenantlID

To complete the setup process:

1. Click Authorize & Generate Token.

apan%ta Geta Custom Pricing Quote 2) roups  Tools  Support

Assets
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+ Documents
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2. Click Save.

Azure Active Directory is now ready to use with your account. You can now copy users, create field
maps, and set schedules.



Mapped Fields

Complete the steps in this section to map (and sync) to specific groups.

1. Click the Settings icon E:, and then select Azure Active Directory (or scroll down the Azure Active
Directory page if you are already there and have completed all the steps in the previous sections).

asset e —
Ppanda Far (¥ Upgrade )

AAssets  Rooms(P)  Agents(C)  VascuThermd  Employees P&C  Departments  Categories  Purchase Orders & Invoi... test import0022 Buildings (G) EEEEEE

Azure Active Directory

MAPPED FIELDS A ing

API Configuration
S o Google Device Manager
N . , Google Calendar
Device Data Agent
Active Directory S5O
P&C ! o bee GSuite

SFTP Reports

Active Directory

Add New Field Map Zendesk

FreshService
SYNC LOGS -

+ Documents TonnectWiee n
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2. Navigate to the Mapped Fields section, and then click Add New Field Map.

Azure Active Directory

Cancel Users  Azure Active Directories Schedulers

MAPPED FIELDS

Entity Group Actions
Employees
VascuThermé4

P&C

00aae
SHHHE

Add New Field Map

3. Select the groups you wish to map into Asset Panda.

Azure Active Directory Mapping Fields

Concel m

FIELD MAPPINGS

AAssets d
All v

®
“ Select value ~
Ma Select value >
bled Select value h
Select value ~
Select value ~

4. Click Save.
You are redirected back to the Azure Active Directory page.

5. Scroll back to the Mapped Fields section, and then click Sync Now. (See, “Sync Individual Record”
below if you wish to sync an individual record rather than a group.)

MAPPED FIELDS

Entity Organization Unit Actions
Employees 7 Edit  Delete | MRV
P&C / Edit Delete [T
Employee Edit  Delete
Employees Edit Delete

6. Your items begin to synchronize and you will receive an email once it is complete.

NOTE: All sync information can be viewed through the Sync Logs at the bottom of the Azure Active
Directory page.



Sync Individual Record

If you wish to sync an individual record:
1. Click Actions when viewing a record.
2. Select Sync, and then select Sync all users with Azure Active Directory.

e ~,
Group Scan filt
Group Action >
Group Return >
te Added |learstamn
Sync all users with Gsuite
13/
Sync all users with Azure Ad
21/ 03/04/202102:17 PM

NOTE: All sync information can be viewed through the Sync Logs at the bottom of the Azure Active
Director page.



